SPRS

W Supplier Performance Risk System

VTM for Acquisition
Professionals



Note to Viewers

To preserve
detail and
integrity,

screenshots
have been
edited for

size & content




Overview

The VTM module consists of two parts within the
SPRS Application:

VTM Reports & Section 841
Identifications List

VTM REPORTS

The Vendor Threat Mitigation (WVTM) Module on SPRS provides acquisition professionals with visibilicy of wendor threat vetting outcomes under
AFRICOM =nd CENTCOM VTM programs. Acquisition professionals awarding contracts with performance in the AFRICOM or CENTCOM area of

respansibility should have familiarity with thase YTM processes and must work with their head of contracting activity for guidance en use of this
information.

»Vendor Search: SECTION 841 IDENTIFICATIONS LIST

The Vender Threat Mitigation [VTM) Module on SPRS provides acquisition professionals with visibility of vender threat vetting outcomes under AFRICOM and CENTCOM VTM
programs. The Section B41 list is a compilation of venders and related entities that have been identified under the FY2015 NDAA Section 841. Please contact the corresponding

wendor vetting program before pursuing business with these entities.
> i ing : : . R

VTM Risk Rating Search: If an entity has been excluded by a Head of Contracting Activity (HCA) in the System for Award Management [SAM), the "Sa&M Exdusion” (¥/N) will have 2 "Y' value. Contracting
Officers should check with their respective HCA and reguirement ewner before using any entity with an 'N' value in order to assess and mitigate risk. If you would like to view
corresponding Section B41 memos, please visit the VTM Intelink website {hetps://intelshare.intelink. itez/z
( . ousd-atl. mbx vtm@mail .

i/ vt/ SitePages/Home. 2spx), or contact the VTM Mailbox

» Geo Search: Export to Excel

List current as of 01/17/2023

Exclusion . Supporting o

Sec. 841 (Y/N) ! CAGE/NCAGE ! Vendor Mame ! Vendor Country ! SAM Exclusion (Y/N) ! Effective Date = Documentation = Link to Profile

FY15 NDAA Sec 841, “Never Contract with the Enemy”.



SPRS User Roles
Government

VTM Acquisition Professional

View Access to:
-Section 841 Identifications List
-VTM Reports

-Section 841 ldentifications List
-VTM Reports
-All additional Government available reports

User must go through PIEE to obtain access to VTM Reports




or Threat Mitigation Reports

VTM REPORTS

Threat Mitigation (WTM)} Module on SPRS provides acquisition professionals with visibility of vendor threat vetting cutcomes under AFRICOM and CENTCOM VTM programs, Acquisition
= awarding contracts with performance in the AFRICOM or CENTCOM area of responsibility should have familiarity with those VTM processes and must work with their head of
activity for guidance on use of this information.

h:

Gowt Home

Logout
= one CAGE/NCAGE code. Multiple codes must be separated by a semi-colon

earch example: A2ZXY: Search
earch example: B3GHI:C4JKL;ABCES; )

Vendor Threat Mitigation

® Exact (O Stares with ) Contains

partial vendor name and select one of the criteria for the search. Search

PYTM Risk Rating Search:

P Geo Search:




Vendor Threat Mitigation Reports

The Vendor Threat Mitigation (VTM) Module on SPRS provides acquisitien professionals with visibility of vendor threat vetting cutcomes under AFRICOM and CENTCOM VTM pregrams. Acquisition
professionals awarding contracts with performance in the AFRICOM or CENTCOM area of respensibility should have familiarity with those VTM processes and must work with their head of
contracting activity for guidance on use of this information.

Vendor Search:

CAGE/NCAGE: | -

Enter at least one CAGE/NCAGE code. Multiple codes must be separated by a semi-colon
(Single code search example: A2ZXY; Search
Multiple code search example: B3GH1;C4IKL;ABCES; )

Vendor Name: | | -

Search Criteria: ® Exact Stal ith O Contains

Enter a full or partial vendor name and select one of the criteria for the search. Search -

»VTM Risk Rating_Search:

»Geo Search:




Vendor Threat Mitigation Reports

The Vendor Threat Mitigation (VTM) Module on SPRS provides acquisitien professionals with visibility of vendor threat vetting cutcomes under AFRICOM and CENTCOM VTM pregrams. Acquisition
professionals awarding contracts with performance in the AFRICOM or CENTCOM area of respensibility should have familiarity with those VTM processes and must work with their head of
contracting activity for guidance on use of this information.

Vendor Search:

CAGE/NCAGE:

Enter at least one CAGE/NCAGE code. Multiple codes must be separated by a semi-colon
(Single code search example: A2ZXY; Search
Multiple code search example: B3GH1;C4IKL;ABCES; )

Vendor Name: | -

Search Criteria: ®Exacr O Starts with O Contains

Enter a full or partial vendor name and select one of the criteria for the search. Search

»VTM Risk Rating_Search:

»Geo Search:

VTM Data can be located on a vendor with no CAGE




Vendor Threat Mitigation Reports

Back

n ™ Searched Criteria:

WVTM SEARCH RESULTS

CAGE/NCAGE: rspli

Sec. B41 « CAGE/
/M) * NCAGE
¥ ZSPO1

Vendor Name

COMPANY AL

M 20 T | items per page

Vendor . 9AM Exclusion

1_Country [¥/N}

Vendor Name edit column settings

VTM Risk Rating

Mew on 05,/09/2023

Link to
i Profile

T

View Profile

1 -1 of1items




Vendor Threat Mitigation Reports

Back

P Searched Criteria:

WTM SEARCH RESULTS

CAGE/NCAGE: r=pDl

Cec, 841 ; CAGE/
[¥/N] * MCAGE

: Vendaor Name

COMPAMNY A1

< 20 ¥ | items per page

veraar =LA g —F e

1_Country "N

Vendor Name edit colurmn settings

TM Risk Rating

Mew on 09/09/2023

Link to
! Prafile

View Profile

1-1of 1items




Vendor Threat Mitigation Reports

VTM SEARCH RESULTS

Back

P-Searched Criteria:

CAGE/NCAGE: zsp01

Sec. 841 . CAGE/ . Vendor . SAM Exclusion . Link to
(Y/N) * NCAGE * vendor Name i Country " (Y/N) ' WTM Risk Rating i Profile
Y ZSPO1 COMPANY Al + Sort Ascending Updated on 02/21/2023 View Profile
] 4 4 M 20 v | items per page v sort Descendmg 1-1of1items

ll Columns »

Y Filter »



Vendor Threat Mitigation Reports

VTM SEARCH RESULTS

Back

P-Searched Criteria:

CAGE/NCAGE: zsp01

Sec. 841 . CAGE/ . Vendor . SAM Exclusion . Link to
(Y/N) * NCAGE * vendor Name H ) * WTM Risk Rating i Profile
Sort Ascending
Y Z5P01 COMPANY Al Updated on 02/21/2023 View Profile

+ Sort Descending

2] “ > ¥ 20 v | items per page 1-1o0of1items

ll Columns & 5= 341 (V)
CAGE/NCAGE

Yendor Wame

Y Filter

g Vendor Country
SAM Exclusion [Y/N)
Vendor Risk Assessment

Link to Profile




Vendor Threat Mitigation Reports

VTM SEARCH RESULTS

Back

P-Searched Criteria:

CAGE/NCAGE: zsp01 Show items with

value that:
Sec. 841 . CAGE/ . 1 Sort ASCendmg w . SAM Exclusion . Link to
(Y/N) * NCAGE  ° Is equal to Yoy Yo * VTM Risk Rating ¢ Profile
+ Sort Descending
¥ ZSPO1 ED STATES N Updated on 02/21/2023 View Profile
Il Columns 1
« 4 b 1-10f1 items
) And v
Y Filter >
Is equal to v




Vendor Threat Mitigation Reports

VTM SEARCH RESULTS

Back

P-Searched Criteria:

CAGE/NCAGE: zsp01

Sec. 841 . CAGE/ . Vendor . SAM Exclusion . Link to
(Y/N) * NCAGE * vendor Name i Country " (Y/N) ' WTM Risk Rating i Profile
Y ZSPO1 COMPANY Al UNITED STATES N Updated on 02/21/2023 View Profile

2] “ > ¥ 20 v | items per page 1-1o0of1items




Vendor Threat Mitigation

Basic Contractor Information

DETAILED ¥TM PROFILE

Contractor Information

CAGE/NCAGE:

Z5P01

Company Name:

COMPANY AL

Address:

Al ROAD SUITE 16

City/ State/ Zip:

MONTPELIER CA 11111

Country:

UusA

Exclusion:

No

Export WTM Risk Assessment Profiles

VTM Risk Assessment Timeline

Show/Hide CENTCOM 02/21/2022 Status= Updated

Show/Hide CENTCOM 02/21/2023 Status= New [|

VTM Risk Ratings

New Vs Updated




Vendor Threat Mitigation Reports

Contractor Information

CAGE/NCAGE: Z5P01

Company Name: COMPANY A1

Address: Al ROAD SUITE 16

City/State/Zip: MONTPELIER CA 11111

Country: usA

Exclusion: No

Export VTM Risk Rating Profiles

VTM Risk Rating Timeline

Show/Hide CENTCOM 02/21/2023 Status= Updated

Rating: Unacceptable Without Mitigation

€CMD: CENTCOM

Organization: CENTCOM

Name: DC SPRS

Phone:

Email: SPRSEUS.NAVY.MIL

Comments: Consult CENTCOM HCA for guidance prior to award

For More Information contact:
SPRSQUS.NAVY.MIL
Memo Attachment:

Show/Hide CENTCOM 02/21/2023 Status= New (]| E
Rating: Identified Under Section 841 Authority
€CMD: CENTCOM
Organization: CENTCOM
Name: DC SRS
Phone:
Email: SPRS@US.NAVY.MIL

Comments:

For More Information contact:
SPRS@US.NAVY.MIL

Memo Attachment:

841 memo upload

841 Memo Test.docx

VTM Risk Ratings




Vendor Threat Mitigation Reports

DETAILED VTM PROFILE

o
i
I

Contractor Information

CAGE/NCAGE: Z5P01

Company Name: COMPANY A1
Address: Al ROAD SUTTE 16
City/State/Zip: MONTPELIER CA 11111
Country: UsA

Exclusion: No

Export WTM Risk Rating Profiles

VTM Risk Rating Timeline

Show/Hide CENTCOM 02/21/2023 Status= Updated

sShow/Hide CENTCOM 02/21/2023 Status= New @

‘ VTM Risk Ratings

Risk Rating Definition

A CCMD or component has vetted this vendor - this vendor

Acceptable Without Mitigation
P g poses an acceptable risk.

A CCMD or component has vetted this vendor - use of this

Uinesz 2 i i e D vendor will require mitigation to address potential risk.

This vendor has been identified pursuant to Section 841 of the

Identified Under Section 841 Authority EY15 NDAA

No Rating Insufficient amount of infermation for this vendor to be vetted.




Vendor Threat Mitigation Reports

VTM REPORTS

The Vendor Threat Mitigation (VTM} Mcdule on SPRS provides acquisition professionals with visibility of vendor threat vertting cutcomes under AFRICOM and CENTCOM VTM
programs. Acguisition professionzls awarding contracts with performance in the AFRICOM or CENTCOM area of responsibility should have familiarity with those VTM processes
and must work with their head of contracting activity for guidance on use of this information.

P Vendor Search:

VTM Risk Rating Search:

Risk Rating: I Select... ]

CCMD: I Select... ]

Filter by Mew Entry: [

Filter by Date Start Dabe:l =l End Date: |

Enter criteria into at least one of the fields. Filtering can be done by either a single date or date range.

Search

»Geo Search: Acceptable Without Mitigation
Unacceptable Without Mitigation
Identified Under Section 841 Authority




Vendor Threat Mitigation Reports

VTM REPORTS

The Vendor Threat Mitigation (VTM} Mcdule on SPRS provides acquisition professionals with visibility of vendor threat vertting cutcomes under AFRICOM and CENTCOM VTM
programs. Acguisition professionzls awarding contracts with performance in the AFRICOM or CENTCOM area of responsibility should have familiarity with those VTM processes
and must work with their head of contracting activity for guidance on use of this information.

P Vendor Search:

VTM Risk Rating Search:

Risk Rating: I Select... ]

CCMD: I Select... ]

Filter by Mew Entry: [

Filter by Date Start Dabe:l =l End Date: | =

Enter criteria into at least one of the fields. Filtering can be done by either a single date or date range.

Search

® Geo Search:

AFRICOM
CENTCOM




Vendor Threat Mitigation Reports

VTM REPORTS

The Vender Threat Mitigation [VTM) Module on SPRS provides acquisition professicnzals with visibilicy of vendor threat vetting outcomes under AFRICOM and CENTCOM VTM
Acquisition professionals awsarding contracts with performance in the AFRICOM or CENTCOM area of responsibility should have familiarity with these WTM
nd must work with their head of contracting activity for guidance on use of this information.

»Vendor Search:

VTM Risk Rating Search:

Acceptable Without Mitigation €
Unacceptable Without Mitigatio.. @
Identified Under Section 841 A @

l l

ccMp: AFRICOM ©|[ CENTCOM GD %

Risk Rating:

Filter by Mew Entry: [

Filter by Date Start Date:

= End Dale:|

Enter criteria into at least one of the fields. Filtering can be done by either a single date or date range.

Search

»Geo Search:




Vendor Threat Mitigation Reports

VTM REPORTS

The Vendor Threat Mitigation (WTM]} Medule on SPRS provides acquisition professionals with visibility of vendor threat vetting cutcomes under AFRICOM and CENTCOM WVTM
programs, Acquisition professionals awarding contracts with performance in the AFRICOM or CENTCOM area of responsibility should have familiarity with thoss VTM processes
and must wark with their head of contracting activity for guidance on use of this information.

*Vendor Search:

VTM Risk Rating Search:

Risk Rating: ’ Select... ]
CCMD: I Select... ]
Filter by Mew Entry: _

Filter by Date Start Dabe:l = End Date: |

Enter criteria into at least one of the fields. Filtering can be done by either a single date or date range.

Search

> Geo Search:




Vendor Threat Mitigation Reports

VTM REPORTS

The Vendor Threst Mitigation (WTM]} Medule on SPRS provides acquisition professionals with visibility of vendor threat vetting cutcomes under AFRICOM and CENTCOM VTM
programs. Acquisition professionals awarding contracts with performance in the AFRICOM or CENTCOM area of responsibility sheuld have familiarity with thoss VTM processes
znd must work with their head of contracting activity for guidance on use of this information,

> Vendor Search:

VTM Risk Rating_Search:

Risk Rating: [ Select... ]
CCMD: ’ Select... l
Filter by New Entry:
Filter by Date Start Dabe:| =l End Date: | | =
Enter criteria into at least one of the fields. Filtering can be done by either a sinJl o
Search Su Mo Tu We Th Fr Sa
i
2 3 4 5 6 7 8
9| 10(f 11 12 13| 14| 15
» Geo Search:

16| 17| 18| 19| 20| 21| 22
23| 24| 23| 28| 27| 28| 29
30| 31




or Threat Mitigation Reports

VTM REPORTS

The Vendor Threat Mitigation (VTM} Medule on SPRS provides acquisition professionals with visibility of vendor threat vetting outcomes under AFRICOM and CENTCOM VTM
pregrams, Acgquisition professionals awarding contracts with performance in tha AFRICOM or CENTCOM area of responsibility sheuld have familiarity with those VTM processes
and must work with their head of contracting activity for guidance on use of this information.

*Vendor Search:

B\VYTM Risk Rating Search:

Geo Search:_

Country: [ -Select- ] v

State/Province: |

City: | |

Search




Vendor Threat Mitigation Reports

VTM REPORTS

The Vendor Threat Mitigation (VTM} Medule on SPRS provides acquisition professionals with visibility of vendor threat vetting outcomes under AFRICOM and CENTCOM VTM
pregrams, Acgquisition professionals awarding contracts with performance in tha AFRICOM or CENTCOM area of responsibility sheuld have familiarity with those VTM processes
and must work with their head of contracting activity for guidance on use of this information.

*Vendor Search:

B\VYTM Risk Rating Search:

Geo Search:

-Select-
UNITED STATES
Country: [ -Select- ] r - ARUBA
State/Province: | v AFGHANISTAN
City: | | ANGOLA
Search ALBANIA
ANDORRA




Vendor Threat Mitigation Reports

VTM REPORTS

The Vendor Threat Mitigation (WTM) Medule on SPRS provides acquisition professionals with visibility of vendor threat vetting outcomes under AFRICOM and CENTCOM VTM
programs, Acquisition professionals awarding contracts with perfarmance in the AFRICOM or CENTCOM area of responsibility should have familiarity with those VTM processes
and miust work with their head of contracting activity for guidance on use of this information.

»Vendor Search:

*VTM Risk Rating Search:

Geo Search:

-Select-
AA
Country: | unrTeD STaTES |x uE
State/Province: ’ Select- ] 5 - I,
City: | | AL
Search _ AP
AR




Vendor Threat Mitigation Reports

SECTION 841 IDENTIFICATIONS LIST

The Vendor Threat Mitigation (VTM) Module on SPRS provides acquisition professianals with visibiity of vendor threat vetting outcomes under AFRICOM and CENTCOM VTN programs, The Section 841 lst is  compilation of vendors and related entities that have been identified under the FY2015 NDAA Section 841, Please contact the corresponding vendor
veTting program before pursuing blsiness with thess envtiss.

F an antity has baen sxcludad by a Head of Contracting Actiity (HCE) in the Syatam for &
corresponding Section 841 memos, please visit the VT Intslink websits {her; elshare intel

o anagement (S411),the 'S4 Excusion” (W) il ave 2 ¥ valus. Contractng Offcers should check s it eapeciive HCA a7 e remert cuner befare waing anv eniy i an ¥ vl i order to asssss ané misgate ik I you ld ke o view
k. (atleoifvi

1l
m/SitaPages/Home.aspx), or contact the VTM Mailaas (a2d. me-alex cusd-stl. mbe.vem@mal.mil).

Export to Excel
List current as of 01/17/2023

Exclusion . Supporting n
Sec. 841 (V/N) CAGE/NCAGE l Vendor Name Vendar Country SAM Exclusion (¥/N) Effective Date Documentation Link to Profile
Last updated date 02/23/2023
Z5°01 COMPANY Al UNITED STATES N
View Profile
> 20 v | items per page

Section 841 Identifications

Vendor Threat Mitigation




Vendor Threat Mitigation Reports

ECTION 841 IDENTIFICAT

LsT

The Vendor Threat Mitigation {VTM) Module on SPRS pros
vatting program before pursuing busine:

cquisition professionals with visibilty of vendor threat vetting outcomes under AFRICOM and CENTCOM VTM programs. The Secticn 841 list is & compilation of vandors and related entities that have been identified undsr the FY2015 NDAA Section 841. Pleass contact the cor
h these entities.

T an entity has bean sxcluded by a Hesd of Contracting Activity (HCA) in the System for A

onding vendor

rd Management (.

AM), the "SAM Exclusion” (V/N) will have 2 V' valus. Contracting Officars should check with their raspactive HCA and requirement awner befora using amy entity with an "N’ valu in order to assass and mitigats risk. TF you would like to view
correspanding Section B41 memos, please visit the VTH Intelink website (htto: link.cov, stlcoi/vim/S tePages/Home.aspx). or contact the VTM Mailbox: (gsd. me-alex.ousd-atl.mbx. il
Export to Excel
List current as of 01/17/2023
Exclusion ; Supporting 3
Sec. 841 (¥/N) I CAGE/NCAGE n Vendor Name i Vendor Country i SAM Exclusion (Y/M) i Effective Date Documentation * Link to Profile
Last updated date 02/23/2023
Y Z5P01 COMPANY Al UNITED STATES N

View Profile
»w 20 * | items per page




References

SPRS FAQs
https://www.sprs.csd.disa.mil/fags.htm#score

SPRS User Guide for Government
https://www.sprs.csd.disa.mil/pdf/SPRS_Government.pdf




SPRS Contact Information

SPRS Website:
https://www.sprs.csd.disa.mil

NSLC Help Desk (Mon-Fri 6:30am- 6:00pm ET):
(207) 438-1690
DSN 684-1690

NSLC Help Desk Email:
usn.pnsy.navsealogcen.mbx.ptsmh@us.navy.mil




SPRS Contact Information

SPRS Website:

f" - = = "™ f"' ,
Supplier Performance Risk System

WELCOME

\L\ll / LA Y4 |\ VAV AV

DSN 684-1690

NSLC Help Desk Email:
usn.pnsy.navsealogcen.mbx.ptsmh@us.navy.mil



for participating in the
VTM for Acquisition
Professionals Training




	VTM for Acquisition�Professionals
	Note to Viewers
	Overview
	SPRS User Roles
	Vendor Threat Mitigation Reports
	Vendor Threat Mitigation Reports
	Vendor Threat Mitigation Reports
	Vendor Threat Mitigation Reports
	Vendor Threat Mitigation Reports
	Vendor Threat Mitigation Reports
	Vendor Threat Mitigation Reports
	Vendor Threat Mitigation Reports
	Vendor Threat Mitigation Reports
	Vendor Threat Mitigation Reports
	Vendor Threat Mitigation Reports
	Vendor Threat Mitigation Reports
	Vendor Threat Mitigation Reports
	Vendor Threat Mitigation Reports
	Vendor Threat Mitigation Reports
	Vendor Threat Mitigation Reports
	Vendor Threat Mitigation Reports
	Vendor Threat Mitigation Reports
	Vendor Threat Mitigation Reports
	Vendor Threat Mitigation Reports
	Vendor Threat Mitigation Reports
	Vendor Threat Mitigation Reports
	Slide Number 27
	SPRS Contact Information
	SPRS Contact Information
	Slide Number 30

